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21 CFR Part 11: Reliable fulfilment of all requirements

The manufacturing of pharmaceuticals takes place under the 

highest quality and security conditions. Regulatory instances 

such as the Food & Drug Administration (FDA) in the USA 

define how these requirements are to be implemented. The 

uninterrupted and forgery-proof documentation of the entire 

value-added process plays a key role in this.

From the point of view of the U.S. Food and Drug 

Administration (FDA) electronic documentation must 

be regulated in a particular way. In 1997, in order to 

guarantee the trustworthiness of electronically stored and 

signed records, the FDA created a binding catalogue of 

requirements: The Electronic Records and Signature Rule 

21 CFR Part 111. This regulation not only sets out the 

technical framework in which electronic documentation can 

be created, signed and archived with the required highest 

level of proof against forgery and secure access controls. It 

also demands additional process and administrative controls 

such as Standard Operating Procedures (SOPs) and user 

training. Only when suitable technical systems are combined 

with SOPs adapted to the respective process, is complete 

fulfilment of the FDA requirements for the manufacturers 

of pharmaceutical products guaranteed. This whitepaper 

primarily describes the technical requirements of the 

Electronic Records and Signature Rule 21 CFR Part 11 and 

how they are implemented in environmental monitoring with 

testo Saveris Pharma Solutions.

Many of our customers who are bound by FDA regulations 

place their trust in testo Saveris Pharma Solutions for their 

environmental monitoring tasks. With the testo Saveris 

CFR software, the automated and completely paper-free 

measurement data monitoring system offers integrated 

functions which comply with FDA requirements, and is thus 

validation-capable. This makes it considerably easier for our 

customers to fulfil the respective requirements sustainably 

and without interruption; but also to switch over from paper-

based to electronic documentation. 

21 CFR Part 11 contains a total of 19 regulations which 

specify all system requirements, controls and processes 

which from the point of view of the FDA are necessary for 

the security of electronically transmitted and electronically 

signed documentation. This whitepaper provides you 

in systematic form with the wording of the requirement 

catalogue 21 CFR Part 11, as well as the corresponding 

technical specifications of the testo Saveris Pharma 

Solutions. CFR sections which contain requirements over 

and above this are also listed, however they are shown 

greyed out.

Our objective is to provide you with comprehensive support 

in the application of the testo Saveris monitoring system, and 

to contribute through transparency, reliability and the highest 

level of quality, to your successful performance.

1  For more information on FDA 21 CFR Part 11, as well as the original 
wording, please visit the following websites: 
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.
cfm?CFRPart=11Guidance for Industry1 Part 11, Electronic Records; 
Electronic Signatures - Scope and Application 
http://www.fda.gov/RegulatoryInformation/Guidances/ucm125067.htm 
http://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/
Guidances/ucm124787.htm
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Extent and criteria of the CFR regulations

11.1 Scope Subpart A
testo Saveris - compliance with 21 CFR Part 11

The testo Saveris software has been designed to fully comply with the requirements of 21 CFR Part 11 regarding electronic 

records and electronic signatures during the entire systems life cycle.  To achieve and maintain full compliance with 21 

CFR Part 11, organizational and technical requirements have to be fulfilled:

• Fulfilling organizational requirements means that pharmaceutical or life science companies need to set up 

organizational structures to define, describe, and document all processes to demonstrate what protective measures 

are used in order to show compliance and enforcement of the regulations. The core pillar of documentation consists 

of Standard Operating Procedures (SOP), which describe and regulate all processes and procedures in detail. SOP’s 

describe in detail how responsible trained operators are to perform processes on systems in order to meet the certain 

assigned requirements 

• Fulfilling technical requirements means that Testo must be able to fulfill technical requirements set forth by the FDA 

and user requirements by the customers.

The benefits of the testo Saveris automated continuous monitoring system include secure centralized documentation with a 

range of different alarm options. The system guarantees the reliable detection, storage and archival of measurement data in 

production processes or when storing and transporting pharmaceutical products. Thus the testo Saveris CFR Solution meets 

21 CFR Part 11 requirements while enabling users to save time and money with a fully compliant automated continuous 

monitoring measurement data management system.
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Be prepared for a possible FDA audit: Compliance with 21 CFR Part 11

Fully compliant automated continuous data monitoring system: the Fraunhofer Institute for Experimental Software  

Engineering confirms that the testo Saveris automated continuous data monitoring system meets 21 CFR Part 11 

requirements. Testing was executed in accordance with the evaluation guidelines of the GAMP special interest group: 

Complying with 21 CFR Part 11, Electronic Records and Electronic Signatures.

Fig. 1: Independent certificate by Fraunhofer IESE Institue

Documents to support 

Computer System Validation 

These documents support you in the validation  

of the testo Saveris system based on ISPE’s 

(International Society of Pharmaceutical 

Engineers) GAMP5:

1. Customizable templates for a risk based 

analysis

2.  Individually usable templates for 

· Validation master plan documentation 

· Validation specification documentation.
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How to proceed with electronic submission 

11.2 Implementation, Subpart A

(a)  For records required to be maintained but not submitted to the agency, persons may use electronic records in lieu of 

paper records or electronic signatures in lieu of traditional signatures, in whole or in part, provided that the requirements 

of this part are met.

(b)  For records submitted to the agency, persons may use electronic records in lieu of paper records or electronic 

signatures in lieu of traditional signatures, in whole or in part, provided that:

(1) The requirements of this part are met; and

(2)  The document or parts of a document to be submitted have been identified in public docket No. 92S-0251 as being the 

type of submission the agency accepts in electronic form. This docket will identify specifically what types of documents 

or parts of documents are acceptable for submission in electronic form without paper records and the agency receiving 

unit(s) (e.g., specific center, office, division, branch) to which such submissions may be made. Documents to agency 

receiving unit(s) not specified in the public docket will not be considered as official if they are submitted in electronic 

form; paper forms of such documents will be considered as official and must accompany any electronic records.  

Persons are expected to consult with the intended agency receiving unit for details on how (e.g., method of 

transmission, media, file formats, and technical protocols) and whether to proceed with the electronic submission.

Forgery-proof and protected from unauthorized access: PDF format

testo Saveris CFR software maintains the data (meta data and raw data) in a secured and password protected database which 

is administered by the customer’s IT department. Without violating the FDA guidelines, users can export copies of the electronic 

documents as a Portable Document Format (PDF), and define the person(s) with access rights through corresponding electronic 

signatures. This means that your data integrity and content is securely protected every step of the way.

testo Saveris CFR offers the following PDF functionalities:

· Automatic creation of PDF reports (daily/weekly/monthly)

· Manual creation of PDF reports for user-defined time, secured with password protection

· 21 CFR Part 11 compliant report printouts

· Identification code for clear allocation of PDF reports.
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Fig. 2: Forgery-proof PDF report

Fig. 3: Report containing an electronic signature



Subpart A General Provisions

8

User and access controls in a closed system

The FDA defines a closed system as an environment in which system access is controlled by persons who are responsible 

for the content of electronic records that are on the system.  The testo Saveris 1 and 150 CFR systems are not open 

systems and does not fall under 21 CFR Part 11.30.  This section will go through the testo Saveris CFR Closed system
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Controlled group access via the Windows security system

The documentation of time sensitive data with the testo Saveris CFR software takes place in a closed and controlled 

environment, or a so-called closed system. Electronic data records can be securely handled in an environment which only 

a controlled group of administrators and operators have access to. The testo Saveris CFR software user/access control is 

performed via the Windows Active Directory security system that allows allocation of user IDs, rights management, user and 

password management or user authentication. The authorization concept (user rights, release or block the software functions) 

is determined by the IT administrator for the three user levels in the testo Saveris CFR software. 

Individual access via LDAP authentification 
 
Regarding individual access, the testo Saveris CFR software relies on Windows Active Directory login/account policy, security 

policy, password requirements, account lockout policy, etc.

The Windows system used must be validated within its environment in order to ensure precision, reliability and performance. 

Representatives should try to identify if records can be invalidated or altered, either automatically or via suitable validation 

techniques. These gaps should be isolated and locked down within the Windows System. Testo validation customer solution 

services offers on-site software validation together with the qualification documentation for installation of a testo Saveris CFR 

Solution. Testo Validation Services also offers education or remote consulting services to best secure your data.

Included in the testo Saveris CFR software are the following features:

·  Complete integration of access concept in Windows Active Directory security system (e.g. user and password  

management)

· Authorization concept: allocation of rights by administrator for three user levels

· Testo’s own protocol (proprietary) with WiFi, ethernet, or UltraRange radio communication (Saveris 150 option)

· CFR-compliant data storage with checksum-verified database

· Use of checksums to guarantee correct and secure data transmission

· Automatic daily backup and manual backup of database files possible.

How to connect testo Saveris CFR with NT security system

·  Local groups are created in order to connect the testo Saveris CFR software with the NT security system: In the system 

administration, three local groups are added: 

Testo-Comsoft-Admins, Testo-Comsoft-Power Users and Testo-Comsoft-Users.

·  The testo Saveris software is registered as a source of event log entries (audit trail and event logs).

·  An administrator or member of the Testo-ComSoft-Admins local group can activate or deactivate individual functions or 

system permissions for user groups previously set up within the operating system.
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Secure processes and controls 
in the closed system

11.10 Controls for closed systems, Subpart B

Persons who use closed systems to create, modify, maintain, or transmit electronic records shall employ procedures and 

controls designed to ensure the authenticity, integrity, and, when appropriate, the confidentiality of electronic records, and 

to ensure that the signer cannot readily repudiate the signed record as not genuine. Such procedures and controls shall 

include the following:

(a)  Validation of systems to ensure accuracy, reliability, consistent intended performance, and the ability to discern  

invalid or altered records.

Testo validation services provides a wide range of validation services, such as system installation qualification (IQ) and 

operational qualification (OQ). We can also support computer system validation (CSV).

Fig. 4: Controlling and adjusting user privileges in testo Saveris Software (a)
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(b)  The ability to generate accurate and complete copies of records in both human readable and electronic form suitable 

for inspection review and copying by the agency. Persons should contact the agency if there are any questions 

regarding the ability of the agency to perform such review and copying of the electronic records.

With testo Saveris reports of temperature areas can be exported to be read as PDF reports, while its raw data are still 

held securely in the database. Transport solutions containing testo 184 as the trip data logger access the data of the trip 

in a PDF report and upload the data to the central and secure database for future audits.

(c) Protection of records to enable their accurate and ready retrieval throughout the records retention period.

The Saveris database is administered by your IT or Automation department and will follow the guidelines related to 

record retention period.  The Saveris system can perform and support automatic and manual backups depending on your 

SOP’s.  Testo Saveris is also configured with three user groups where user access and permissions can be granted by 

customer IT or Automation departments.

With testo Saveris CFR, reports of temperature areas can be exported to be read as PDF reports, while the raw data is 

held securely within the database.

Fig. 5: Generating electronic reports with signature (b)
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(e)  Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of operator 

entries and actions that create, modify, or delete electronic records. Record changes shall not obscure previously 

recorded information. Such audit trail documentation shall be retained for a period at least as long as that required for 

the subject electronic records and shall be available for agency review and copying.

The testo Saveris software automatically tracks all user activities in the system. An audit trail documents testo Saveris  

components, time and user name of each event and the activity carried out.

(f) Use of operational system checks to enforce permitted sequencing of steps and events, as appropriate.

(g)  Use of authority checks to ensure that only authorized individuals can use the system, electronically sign a record, 

access the operation or computer system input or output device, alter a record, or perform the operation at hand.

(h)  Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the source of data input or  

operational instruction.

Fig. 6: Audit trail for traceability of user activities in the system (e)
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(i)  Determination that persons who develop, maintain, or use electronic record/electronic signature systems have the 

education, training, and experience to perform their assigned tasks.

( j)  The establishment of, and adherence to, written policies that hold individuals accountable and responsible for actions 

initiated under their electronic signatures, in order to deter record and signature falsification.

In addition to the technical controls and reliable components, testo Saveris CFR software offers you regulatory compliance 

with the 21 CFR Part 11, however there is always need of further develop process controls. Users will need to evaluate 

written policies and SOP‘s to make sure that the individuals administering and operating the system can be held 

accountable for the signatures they initiated.

(k)  Use of appropriate controls over systems documentation including:

(1)  Adequate controls over the distribution of, access to, and use of documentation for system operation and  

maintenance.

(2)  Revision and change control procedures to maintain an audit trail that documents time-sequenced development  

and modification of systems documentation.

Fig. 7: Individuals assigned to different zones ( j) 
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Secure web accessibility Saveris Cockpit

testo Saveris CFR – world wide accessibility

Saveris 150 CFR was developed to have full transparency for all sites, buildings or facilities.  The Saveris Cockpit feature 

allows customers to have extensive compliance with 21 CFR Part 11 by complying with requirements for acknowledging 

alarms with electronic records and signatures.  The Cockpit can be accessed remotely via VPN or Reverse proxy.  This allows 

customers to have full remote compliance within the regulations while monitoring conditions all around the world.
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Signing and signature linking of electronic records

11.50 Signature manifestations

(a)  Signed electronic records shall contain information associated with the signing that clearly indicates all  

of the following:

(1) The printed name of the signer;

(2) The date and time when the signature was executed; and

(3) The meaning (such as review, approval, responsibility, or authorship) associated with the signature.

(b)  The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall be subject to the same controls  

as for electronic records and shall be included as part of any human readable form of the electronic record  

(such as electronic display or printout).

testo Saveris CFR provides all the  
functionality needed

Certain user actions within the software require 

an electronic signature in order to link or track 

user actions. The electronic signature is also 

shown in the audit trail with the specification 

of the reason for the signature, e.g. to change 

configuration. Electronic signature can be made 

mandatory for defined user actions such as:

·  Acknowledging alarms

·  Changing alarm settings

·  Edit settings for automatic reports

·  Define report contents and create a  

one-off report

·  Changing settings in the system range

·  Edit security settings.

Fig. 10/11: Acknowledging an alarm and changing an alarm setting
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11.70 Signature / record linking

Electronic signatures and handwritten signatures executed to electronic records shall be linked to their respective  

electronic records to ensure that the signatures cannot be excised, copied, or otherwise transferred to falsify an  

electronic record by ordinary means.

Fig. 12: How the signature in a system / zone report is linked to an individual

Electronic signature: integral to the electronic record

Testo Saveris CFR electronic signatures once created can never be deleted, copied or altered using conventional  

methods. Electronic signatures could be enforced and setup for the following parameters / actions:

· Editing and acknowledging alarms

· Defining content of a report

· Changing system settings

· Editing zones

· Editing settings for automatic reports

· Editing access control.

For all actions a comment can be made mandatory.
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Electronic signatures and controls

11.100 General requirements, Subpart C

(a)  Each electronic signature shall be unique to one individual and shall not be reused by, or reassigned to,  

anyone else.

(b)  Before an organization establishes, assigns, certifies, or otherwise sanctions an individual’s electronic signature,  

or any element of such electronic signature, the organization shall verify the identity of the individual.

(c)  Persons using electronic signatures shall, prior to or at the time of such use, certify to the agency that the  

electronic signatures in their system, used on or after August 20, 1997, are intended to be the legally binding  

equivalent of traditional handwritten signatures.

testo Saveris provides unique electronic signatures

In testo Saveris CFR software each electronic is unique to the administrator, operator, or supervisor. Electronic signatures are 

implemented using a combination of a unique user name and password. An electronic signature can be made mandatory for 

certain defined user activities through administrator set permissions.

Fig. 13: Electronic signatures with information about the reason for the signature, e.g. to change configuration
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11.200 Electronic signature components and controls, Subpart C

(a) Electronic signatures that are not based upon biometrics shall:

(1) Employ at least two distinct identification components such as an identification code and password.

(i)  When an individual executes a series of signings during a single, continuous period of controlled system access,  

the first signing shall be executed using all electronic signature components; subsequent signings shall be executed using 

at least one electronic signature component that is only executable by, and designed to be used only by,  

the individual.

(ii)  When an individual executes one or more signings not performed during a single, continuous period of controlled system 

access, each signing shall be executed using all of the electronic signature components.

(2) Be used only by their genuine owners; and

(3)  Be administered and executed to ensure that attempted use of an individual’s electronic signature by anyone  

other than its genuine owner requires collaboration of two or more individuals.

(b)  Electronic signatures based upon biometrics shall be designed to ensure that they cannot be used by anyone  

other than their genuine owners.

Maximum security by Windows password policy

The testo Saveris CFR system does not use biometrics for signature and record linking.  The Saveris CFR solution 

supports LDAP login electronic signature is controlled by secure Windows password policies.  

According to the 21 CFR Part 11.200 requirement, testo Saveris CFR uses two electronic identification components: 

login and password.

Electronic Signatures components and controls
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Security regulations concerning 
password management

11.300 Controls for identification codes/passwords, Subpart C

Persons who use electronic signatures based upon use of identification codes in combination with passwords  

shall employ controls to ensure their security and integrity. Such controls shall include:

(a)  Maintaining the uniqueness of each combined identification code and password, such that no two individuals have 

the same combination of identification code and password.

(b)  Ensuring that identification code and password issuances are periodically checked, recalled, or revised  

(e.g., to cover such events as password aging).

(c)  Following loss management procedures to electronically deauthorize lost, stolen, missing, or otherwise potentially 

compromised tokens, cards, and other devices that bear or generate identification code or password information, and 

to issue temporary or permanent replacements using suitable, rigorous controls.

(d)  Use of transaction safeguards to prevent unauthorized use of passwords and/or identification codes, and to  

detect and report in an immediate and urgent manner any attempts at their unauthorized use to the system  

security unit, and, as appropriate, to organizational management.

(e)  Initial and periodic testing of devices, such as tokens or cards, that bear or generate identification code or  

password information to ensure that they function properly and have not been altered in an unauthorized manner.

Convenient and secure password administration 

Testo Saveris software interfaces with Windows Active Directory for password administration.  Windows supports the 

system administrator in creating and managing passwords through integrated controls such as password length, and 

queries such as age limits in the framework of the Windows password policy. Password management shall ensure unique 

user names and passwords for different individuals as well as password aging and account locking after failed attempts.
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(i)  Determination that persons who develop, maintain, or use electronic record/electronic signature systems have the 

education, training, and experience to perform their assigned tasks.

( j)  The establishment of, and adherence to, written policies that hold individuals accountable and responsible for actions 

initiated under their electronic signatures, in order to deter record and signature falsification.

In addition to the technical controls and reliable components, testo Saveris CFR software offers you regulatory compliance 

with the 21 CFR Part 11, however there is always need of further develop process controls. Users will need to evaluate 

written policies and SOP‘s to make sure that the individuals administering and operating the system can be held 

accountable for the signatures they initiated.

(k)  Use of appropriate controls over systems documentation including:

(1)  Adequate controls over the distribution of, access to, and use of documentation for system operation and  

maintenance.

(2)  Revision and change control procedures to maintain an audit trail that documents time-sequenced development  

and modification of systems documentation.

Fig. 7: Individuals assigned to different zones ( j) 
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On the safe side: testo Saveris CFR

testo Saveris Pharma Solutions meets 21 CFR Part 11 requirements

21 CFR Part 11 regulates the creation, archiving and management of electronic documentation, and pursues a strict  

electronic signature policy. With the completely paper-free testo Saveris system, Testo offers the ideal solution for  

fulfilling all CFR requirements made in terms of technical functionality. 

CFR relevant features at a glance:

·  Tested measurement data monitoring system with certificate of the Fraunhofer IESE

·  Maximum data integrity provided by strict security protocols

·  Complete integration of access concept in tried-and-tested Windows security system

·  Authorisation concept

·  Convenient and secure password/signature administration

·  Testo’s own protocol (proprietary) with wireless and ethernet communication

·  Data storage with checksum-verified database

·  Use of checksums to guarantee correct and secure data transmission

·  Automatic daily backup and manual backup of database files possible

·  Ready for a possible FDA audit at any time. 

Our customers profit from high technological security standards provided by CFR compliance paired with highly precise  

and reliable measurement data monitoring in their pharmaceutical and medical processes.
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Services related to the 
testo Saveris CFR Pharma Solutions 

More information at www.testo.com

Maintenance and support plans tailored to your needs:

Pre-installation service:
·  Project management and customized consulting

·  Thermal Mapping for optimum determination of probe location

Calibration and qualification/validation services: 
Calibration and adjustment:

·  Adjustment software using the customer’s own calibrations/adjustments are possible (password protection,  

historical traceability of the adjustment data in the testo Saveris CFR software)

·  For systems configured with digital probes calibration data and expiry date is stored at the probe

·  Calibration service in laboratories and on site in numerous countries.

Qualification/validation:
Testo provides a complete set of documentation and services related to hardware and software installation,  

commissioning, qualification and validation for all testo Saveris Pharma Solutions:

·  DQ (Design Qualification), IQ (Installation Qualification), OQ (Operational Qualification),  

PQ (Performance Qualification)

·  Customised risk assessment in accordance with GAMP5.

Basic Care Plan 

If you require only a technical 

configuration and function test of the 

monitoring system with GxP-compliant 

documentation, you will find the right 

solution in our Basic Care Plan.

Premium Plan 

The Premium Plan also offers you 

a risk-based model. With fully 

comprehensive GAMP5 validation, 

which can include your specific 

requirements for implementing risk 

analysis, after which you can skip 

directly to productive use. The modular 

and detailed risk analysis process 

(FMEA) and coherent qualification and 

validation documentation facilitates not 

only traceability but also the evaluation 

of future system alterations, quickly 

and securely.

Peace of Mind Plan 

The Peace of Mind Plan enables 

maximum system uptime with 

re-calibration and re-validation 

management as well as spare parts 

and backup management if needed.
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Testo: 
High-tech from the Black Forest.

Testo is a world leader in the design, development, and manu-

facture of innovative products and services for environmental 

and industrial measurement. For more than 60 years, leading 

companies in the life sciences industries have relied on Testo 

to help protect their products.

Testo’s first product  was a simple electronic thermometer. 

Today, the product line has expanded to include a large variety 

of critical  measuring instruments, such as data loggers, air 

velocity meters, humidity and dew point meters, sound, pres-

sure, and light meters.

With over 2,700 employees in 33 offices worldwide, Testo 

understands local requirements and culture. Testo currently has 

hundreds of thousands of data loggers in the market, storing 

over 17 billion data sets.

Testo Country Sales and Service Organizations


